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1 Copies may be obtained at cost from the 
National Technical Information Service, 5285 
Port Royal Road, Springfield, VA 22161. 

Subpart A—General information 

§ 324.1 Issuance and purpose. 
The Defense Finance and Accounting 

Service fully implements the policy 
and procedures of the Privacy Act and 
the DoD 5400.11-R 1, ‘Department of De-
fense Privacy Program’ (see 32 CFR 
part 310). This regulation supplements 
the DoD Privacy Program only to es-
tablish policy for the Defense Finance 
and Accounting Service (DFAS) and 
provide DFAS unique procedures. 

§ 324.2 Applicability and scope. 
This regulation applies to all DFAS, 

Headquarters, DFAS Centers, the Fi-
nancial System Organization (FSO), 
and other organizational components. 
It applies to contractor personnel who 
have entered a contractual agreement 
with DFAS. Prospective contractors 
will be advised of their responsibilities 
under the Privacy Act Program. 

§ 324.3 Policy. 
DFAS personnel will comply with the 

Privacy Act of 1974, the DoD Privacy 
Program and the DFAS Privacy Act 
Program. Strict adherence is required 
to ensure uniformity in the implemen-
tation of the DFAS Privacy Act Pro-
gram and to create conditions that will 
foster public trust. Personal informa-
tion maintained by DFAS organiza-
tional elements will be safeguarded. In-
formation will be made available to the 
individual to whom it pertains to the 
maximum extent practicable. Specific 
DFAS policy is provided for Privacy 
Act training, responsibilities, reporting 
procedures and implementation re-
quirements. DFAS Components will 
not define policy for the Privacy Act 
Program. 

§ 324.4 Responsibilities. 
(a) Director, DFAS. (1) Ensures the 

DFAS Privacy Act Program is imple-
mented at all DFAS locations. 

(2) The Director, DFAS, will be the 
Final Denial Appellate Authority. This 
authority may be delegated to the Di-
rector for Resource Management. 

(3) Appoints the Director for Exter-
nal Affairs and Administrative Sup-
port, or a designated replacement, as 
the DFAS Headquarters Privacy Act 
Officer. 

(b) DFAS Headquarters General Coun-
sel. (1) Ensures uniformity is main-
tained in legal rulings and interpreta-
tion of the Privacy Act. 

(2) Consults with DoD General Coun-
sel on final denials that are incon-
sistent with other final decisions with-
in DoD. Responsible to raise new legal 
issues of potential significance to other 
Government agencies. 

(3) Provides advice and assistance to 
the DFAS Director, Center Directors, 
and the FSO as required, in the dis-
charge of their responsibilities per-
taining to the Privacy Act. 

(4) Acts as the DFAS focal point on 
Privacy Act litigation with the Depart-
ment of Justice. 

(5) Reviews Headquarters’ denials of 
initial requests and appeals. 

(c) DFAS Center Directors. (1) Ensures 
that all DFAS Center personnel, all 
personnel at subordinate levels, and 
contractor personnel working with per-
sonal data comply with the DFAS Pri-
vacy Act Program. 

(2) Serves as the DFAS Center Initial 
Denial Authority for requests made as 
a result of denying release of requested 
information at locations within DFAS 
Center authority. Initial denial author-
ity may not be redelegated. Initial de-
nial appeals will be forwarded to the 
appropriate DFAS Center marked to 
the attention of the DFAS Center Ini-
tial Denial Authority. 

(d) Director, FSO. (1) Ensures that 
FSO and subordinate personnel and 
contractors working with personal 
data comply with the Privacy Act Pro-
gram. 

(2) Serves as the FSO Initial Denial 
Authority for requests made as a result 
of denying release of requested infor-
mation at locations within FSO au-
thority. FSO Initial denial authority 
may not be redelegated. 

(3) Appoints a Privacy Act Officer for 
the FSO and each Financial System 
Activity (FSA). 

(e) DFAS Headquarters Privacy Act Of-
ficer. (1) Establishes, issues and updates 
policy for the DFAS Privacy Act Pro-
gram and monitors compliance. Serves 
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as the DFAS single point of contact on 
all matters concerning Privacy Act 
policy. Resolves any conflicts resulting 
from implementation of the DFAS Pri-
vacy Act Program policy. 

(2) Serves as the DFAS single point 
of contact with the Department of De-
fense Privacy Office. This duty may be 
delegated. 

(3) Ensures that the collection, main-
tenance, use and/or dissemination of 
records of identifiable personal infor-
mation is for a necessary and lawful 
purpose, that the information is cur-
rent and accurate for the intended use 
and that adequate security safeguards 
are provided. 

(4) Monitors system notices for agen-
cy systems of records. Ensures that 
new, amended, or altered notices are 
promptly prepared and published. Re-
views all notices submitted by the 
DFAS Privacy Act Officers for correct-
ness and submits same to the Depart-
ment of Defense Privacy Office for pub-
lication in the FEDERAL REGISTER. 
Maintains and publishes a listing of 
DFAS Privacy Act system notices. 

(5) Establishes DFAS Privacy Act re-
porting requirement due dates. Com-
piles all Agency reports and submits 
the completed annual report to the De-
fense Privacy Office. DFAS reporting 
requirements are provided in appendix 
A to this part. 

(6) Conducts annual Privacy Act Pro-
gram training for DFAS Headquarters 
(HQ) personnel. Ensures that subordi-
nate DFAS Center and FSO Privacy 
Act Officers fulfill annual training re-
quirements. 

(f) FSO and Financial System Activities 
(FSAs) Legal Support. The FSO and sub-
ordinate FSA organizational elements 
will be supported by the appropriate 
DFAS-HQ or DFAS Center General 
Counsel office. 

(g) DFAS Center(s) Assistant General 
Counsel. (1) Ensures uniformity is 
maintained in legal rulings and inter-
pretation of the Privacy Act and this 
regulation. Consults with the DFAS- 
HQ General Counsel as required. 

(2) Provides advice and assistance to 
the DFAS Center Director and the FSA 
in the discharge of his/her responsibil-
ities pertaining to the Privacy Act. 

(3) Coordinates on DFAS Center and 
the FSA denials of initial requests. 

(h) DFAS Center Privacy Act Officer. 
(1) Implements and administers the 
DFAS Privacy Act Program for all per-
sonnel, to include contractor per-
sonnel, within the Center, Operating 
Locations (OpLocs) and Defense Ac-
counting Offices (DAOs). 

(2) Ensures that the collection, main-
tenance, use, or dissemination of 
records of identifiable personal infor-
mation is in a manner that assures 
that such action is for a necessary and 
lawful purpose; the information is 
timely and accurate for its intended 
use; and that adequate safeguards are 
provided to prevent misuse of such in-
formation. Advises the Program Man-
ager that systems notices must be pub-
lished in the FEDERAL REGISTER prior 
to collecting or maintenance of the in-
formation. Submits system notices to 
the DFAS-HQ Privacy Act Officer for 
review and subsequent submission to 
the Department of Defense Privacy Of-
fice. 

(3) Administratively controls and 
processes Privacy Act requests. En-
sures that the provisions of this regula-
tion and the DoD Privacy Act Program 
are followed in processing requests for 
records. Ensures all Privacy Act re-
quests are promptly reviewed. Coordi-
nates the reply with other organiza-
tional elements as required. 

(4) Prepares denials and partial deni-
als for the Center Director’s signature 
and obtain required coordination with 
the assistant General Counsel. Re-
sponses will include written justifica-
tion citing a specific exemption or ex-
emptions. 

(5) Prepares input for the annual Pri-
vacy Act Report as required using the 
guidelines provided in appendix A to 
this part. 

(6) Conducts training on the DFAS 
Privacy Act Program for Center per-
sonnel. 

(i) FSO Privacy Act Officer. (1) Imple-
ments and administers the DFAS Pri-
vacy Act Program for all personnel, to 
include contractor personnel, within 
the FSO. 

(2) Ensures that the collection, main-
tenance, use, or dissemination of 
records of identifiable personal infor-
mation is in a manner that assures 
that such action is for a necessary and 
lawful purpose; the information is 
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timely and accurate for its intended 
use; and that adequate safeguards are 
provided to prevent misuse of such in-
formation. Advises the Program Man-
ager that systems notices must be pub-
lished in the FEDERAL REGISTER prior 
to collecting or maintenance of the in-
formation. Submits system notices to 
the DFAS-HQ Privacy Act Officer for 
review and subsequent submission to 
the Department of Defense Privacy Of-
fice. 

(3) Administratively controls and 
processes Privacy Act requests. En-
sures that the provisions of this regula-
tion and the DoD Privacy Act Program 
are followed in processing requests for 
records. Ensure all Privacy Act re-
quests are promptly reviewed. Coordi-
nate the reply with other organiza-
tional elements as required. 

(4) Prepares denials and partial deni-
als for signature by the Director, FSO 
and obtains required coordination with 
the assistant General Counsel. Re-
sponses will include written justifica-
tion citing a specific exemption or ex-
emptions. 

(5) Prepares input for the annual Pri-
vacy Act Report (RCS: DD 
DA&M(A)1379) as required using the 
guidelines provided in appendix A to 
this part. 

(6) Conducts training on the DFAS 
Privacy Act Program for FSO per-
sonnel. 

(j) DFAS employees. (1) Will not dis-
close any personal information con-
tained in any system of records, except 
as authorized by this regulation. 

(2) Will not maintain any official 
files which are retrieved by name or 
other personal identifier without first 
ensuring that a system notice has been 
published in the FEDERAL REGISTER. 

(3) Reports any disclosures of per-
sonal information from a system of 
records or the maintenance of any sys-
tem of records not authorized by this 
regulation to the appropriate Privacy 
Act Officer for action. 

(k) DFAS system managers (SM). (1) 
Ensures adequate safeguards have been 
established and are enforced to prevent 
the misuse, unauthorized disclosure, 
alteration, or destruction of personal 
information contained in system 
records. 

(2) Ensures that all personnel who 
have access to the system of records or 
are engaged in developing or super-
vising procedures for handling records 
are totally aware of their responsibil-
ities to protect personal information 
established by the DFAS Privacy Act 
Program. 

(3) Evaluates each new proposed sys-
tem of records during the planning 
stage. The following factors should be 
considered: 

(i) Relationship of data to be col-
lected and retained to the purpose for 
which the system is maintained. All in-
formation must be relevant to the pur-
pose. 

(ii) The impact on the purpose or 
mission if categories of information 
are not collected. All data fields must 
be necessary to accomplish a lawful 
purpose or mission. 

(iii) Whether informational needs can 
be met without using personal identi-
fiers. 

(iv) The disposition schedule for in-
formation. 

(v) The method of disposal. 
(vi) Cost of maintaining the informa-

tion. 
(4) Complies with the publication re-

quirements of DoD 5400.11-R, ‘Depart-
ment of Defense Privacy Program’ (see 
32 CFR part 310). Submits final publica-
tion requirements to the appropriate 
DFAS Privacy Act Officer. 

(l) DFAS program manager(s). Reviews 
system alterations or amendments to 
evaluate for relevancy and necessity. 
Reviews will be conducted annually 
and reports prepared outlining the re-
sults and corrective actions taken to 
resolve problems. Reports will be for-
warded to the appropriate Privacy Act 
Officer. 

(m) Federal government contractors. 
When a DFAS organizational element 
contracts to accomplish an agency 
function and performance of the con-
tract requires the operation of a sys-
tem of records or a portion thereof, 
DoD 5400.11-R, ‘Department of Defense 
Privacy Program’ (see 32 CFR part 310) 
and this part apply. For purposes of 
criminal penalties, the contractor and 
its employees shall be considered em-
ployees of DFAS during the perform-
ance of the contract. 
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3 See footnote 2 to § 324.4(m)(1) 

(1) Contracting involving operation of 
systems of records. Consistent with Fed-
eral Acquisition Regulation (FAR) 2 
and the DoD Supplement to the Fed-
eral Acquisition Regulation (DFAR) 3, 
Part 224.1, contracts involving the op-
eration of a system of records or por-
tion thereof shall specifically identify 
the record system, the work to be per-
formed and shall include in the solici-
tations and resulting contract such 
terms specifically prescribed by the 
FAR and DFAR. 

(2) Contracting. For contracting sub-
ject to this part, the Agency shall: 

(i) Informs prospective contractors of 
their responsibilities under the DFAS 
Privacy Act Program. 

(ii) Establishes an internal system 
for reviewing contractor performance 
to ensure compliance with the DFAS 
Privacy Act Program. 

(3) Exceptions. This rule does not 
apply to contractor records that are: 

(i) Established and maintained solely 
to assist the contractor in making in-
ternal contractor management deci-
sions, such as records maintained by 
the contractor for use in managing the 
contract. 

(ii) Maintained as internal contractor 
employee records, even when used in 
conjunction with providing goods or 
services to the agency. 

(4) Contracting procedures. The De-
fense Acquisition Regulatory Council 
is responsible for developing the spe-
cific policies and procedures for solic-
iting, awarding, and administering con-
tracts. 

(5) Disclosing records to contractors. 
Disclosing records to a contractor for 
use in performing a DFAS contract is 
considered a disclosure within DFAS. 
The contractor is considered the agent 
of DFAS when receiving and maintain-
ing the records for the agency. 

Subpart B—Systems of Records 

§ 324.5 General information. 
(a) The provisions of DoD 5400.11-R, 

‘Department of Defense Privacy Pro-
gram’ (see 32 CFR part 310) apply to all 

DFAS systems of records. DFAS Pri-
vacy Act Program Procedural Rules, 
DFAS Exemption Rules and System of 
Record Notices are the three types of 
documents relating to the Privacy Act 
Program that must be published in the 
FEDERAL REGISTER. 

(b) A system of records used to re-
trieve records by a name or some other 
personal identifier of an individual 
must be under DFAS control for con-
sideration under this regulation. DFAS 
will maintain only those Systems of 
Records that have been described 
through notices published in the FED-
ERAL REGISTER. 

(1) First amendment guarantee. No 
records will be maintained that de-
scribe how individuals exercise their 
rights guaranteed by the First Amend-
ment unless maintenance of the record 
is expressly authorized by Statute, the 
individual or for an authorized law en-
forcement purpose. 

(2) Conflicts. In case of conflict, the 
provisions of DoD 5400.11-R take prece-
dence over this supplement or any 
DFAS directive or procedure con-
cerning the collection, maintenance, 
use or disclosure of information from 
individual records. 

(3) Record system notices. Record sys-
tem notices are published in the FED-
ERAL REGISTER as notices and are not 
subject to the rule making procedures. 
The public must be given 30 days to 
comment on any proposed routine uses 
prior to implementing the system of 
record. 

(4) Amendments. Amendments to sys-
tem notices are submitted in the same 
manner as the original notices. 

§ 324.6 Procedural rules. 
DFAS procedural rules (regulations 

having a substantial and direct impact 
on the public) must be published in the 
FEDERAL REGISTER first as a proposed 
rule to allow for public comment and 
then as a final rule. Procedural rules 
will be submitted through the appro-
priate DFAS Privacy Act Officer to the 
Department of Defense Privacy Office. 
Appendix B to this part provides the 
correct format. Guidance may be ob-
tained from the DFAS-HQ and DFAS 
Center Records Managers on the prepa-
ration of procedural rules for publica-
tion. 
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